KAK 3AIIATUTH CEBS OT THTEPHET-MOIIEHHAYECTBA!

MOIIEHHVKY MOCTOSHHO COBEPIICHCTBYIOT CXeMBbI 0OMaHa, 9TOOBI 3aIlONy9HTh
BaImM JeHbrd. Jusa cBsasu ¢ Bamwu, KpoMe WHTEpHET-3BOHKOB B MecCeHIkepax Viber,
Telegram, WhatsApp ¥ WHBIX, OHH MOT'YT HCIIOJb30BaTh CTALlMOHAPHYIO TENE(HOHHYIO
U MOOHIBHYIO CBSI3b, & TaKKe HKHTepHET-BHIEOCBA3b. Yallle BCEro MOINEHHHKH
HPEeNCTABIAOTCS COTPYLHUKAME IIPAaBOOXPAHUTENBHBIX OpPraHOB, CIELHAAINCTaMU
OIIEpaTOPOB COTOBOM CBSI3M, OOCIYKHBAIOIIKUX OpraHu3anuil (AoMooHHONH KOMIaHHei,
BoIOKaHAI ¥ MMBIX) TOCYIAPCTBEHHBIX MM OAHKOBCKUX OPraHW3alliiii, peske — BaIliM
POICTBEHHUKOM HJIM PyKOBOIUTEIEM, OpPOKEPOM WM TPEHIepoM KPUIITOORPIKH;

HAUBOJEE AKTYAJBHBIE MOIEHHNYECKHWE CXEMbI

s Coo0marT, 9TO 3aKOHYHJICH CPOK AedCTBHS AOroBOpa Ha YCJOYIrd CBSI3H,

yOeXKIArOT COOOIMUTE WM KOZBI M3 SMS-COOOIIEHHWY WM IIO CCBUIKE W3 MECCEHIKepa
CKauaTh (PefikoBoe NPMIOKEHHEe, YTOOBl IIPOMIUTH yCIyTy. Takue IpUIOKeHUS NaioT
BO3MOXXHOCTb MOIIICHHHUKAaM BUJIETh BCIO MH(MOPMAIMIO C dKpaHa cMapTdoHa (KOl U3
CMC, JIOTHHEI ¥ TTapoiiu XK 6aukuary). Hamno 3HaTh, 9T0 6€30I1aCHO CKauMBaTh IPUIIOKCHIS
TONBKO M3 o(UIUambHEIX MarasuHoB «Google Playy», «App Store», «App Gallery», a He
IT0 HaIlpaBlIeHHBIM cchuikaM. Hukomy He nepegaBaiiTe KOAbI U3 SMS-COOOUIEHUH.

% Coo0ImarotT 0 BO3HUKIIEH mpoblieMe, BXOAAT B JIOBEpUE U MPEIararoT IIOMOINb B
ee pemeHun. Hanpumep, XepTBYy OIIapalidBaloT IIOJO3PEHWEM B COY4YacTUHd B
OpecTYNJIEHNH, NPeACTOSINUM MpoBedeHHeM OO0bICKA W H3bATHEM [EHEKHBIX
cpeacTB W HeHHocTed. JUII WX COXpaHEHWs IpemiaraloT IIEPeBECTH HaJWUHEBIS
JIEHEeXXHbBIE CPEJICTBA Ha SAKOOB! «3allUIIEHHBIM cueTy AJIsl JeKJIapupOBaHus.

% VIHETepHET-IPEeCTyIIHUKY yMEeJIO0 IIONB3YIOTCS BO3MOXKHOCTIME Helpocereit. Ilpm
IIONTy4eHuH o0pasiia rojoca i GOTo OHHU CO31af0T (PeHKOBBIe COOOIEHMS MITH BHIEO OT
HMEHH pOJCTBEHHHKOB MHJM 3HAKOMBIX. 3aTeM KOHTaKTaM JKEPTBEI PaCCBLIAIOT
IIOJIeNIbHEIE Hpoch0Obl O MAaTEépHAJBbHOH IOMOIIH, NOCPEICTBOM IepeBoga HAa
OGAHKOBCKYIO KapTy WM Nepelayu depe3 «3HAKOMOroy.

% UYacto xubGepMOUICHHUKH HpeNCTABISIOTCS OpokepaMu WM TpelaepamMu
TOProBBLIX ILIOLIAAOK M HpefjaralT KepTBe YBEJHUYUTH A0X0A, 0e3 KaKkux-aubo
HABBIKOB M 3HAHHH, HHBECTHPOBATh H3HAYAJBHO HeGoabmyI0 cymMmy. B UuaTEepHETE
OHM pasMeInaloT caiT HecymiecTByIomeidl Oup:kum ¢ rpadukamMy ¥ JUarpaMMaMH.
PerucTpupyroT BKIIaTUUKaM JMYHBIA KaOWHET W HEMOHCTPUPYIOT SKOOBI TIONYyYSHHBIH
moxon. MHorma maroT BBEIBecTH HEOONBIIYIO YacTh [IeHEL, HO Bcerma yOexmaror
IIPONIOIDKATh BKIIAJBIBATG Bce OONBIINE MEHEXKHBIE CPEACTBa, KOTOpPHIE IIPEIJararoT
ONOJDKUTD Y 3HAKOMBIX, IIOYUUTh B KPEAUT WIH OT IIPOJAXKH KBS,

% B commanpHBIX CETIX HABSI3YWBO PEKIAMUPYIOT ITOIMYJLIPHEIE TOBAPE WK yCIIyTH
10 3aHMIKEHHOH IeHe, IpomaBIEl TpeOyior mpenomiary? HE JTOBEPSAMTE! Tax
IIOCTYTIAlOT MOIIEHHUKHU. JTO caMas pacHpocTpaHeHHas cXeMa MOIIeHHHYecTBa,
0c000 TOmyNsIpHa B IIPENNpa3[HUYIHbIE JHU WX Ha IIHMKE ITOIYJISIPHOCTH Ce30HHBIX
TOBapoB (eNKM K HOBOMY IOy, IBETH K 8 MapTa, IOUHEI, cazoBas MeOenb u T.JI.).
Hwxorma He mepexoauTe IT0 HE3HAKOMBIM CCHUIKAM X He BBOAUTE PEKBU3UTHEI CBOEH
6aHKOBCKOM KapThl. MOIIEHHIKY YaCTO MACKHPYIOT CCBUIIKH IO OIJIATY HOCTABKH HIIN
OILIATY YCJYrH ujy ToBapa. [loMHuTe, AJIg TIOTyYeHUs IlepeBosia Ha Banry 6aHKOBCKYO
KapTy HE KOJ IOATBEPKICHWS He HYy)XXEH, a NOKyIKa B HMHTEPHETE — JTO B IIEPBYIO
o4epesb PHCK.

Bynbre OquTeabHbI! DTH 3HAHUA IOMOrYT BaM cOepednb Ballld JeHbIH!



OCTOPOKHO — MOIIEHHUKNA!!!

BAM 3BOHAT HEV3BECTHBIE, IPEACTABJIIOTCA COTPYJHNKAMMN
TTPABOOXPAHUTEJIBLHBIX OPTAHOB Y ITPOCSIT IIEPEBECTH JEHBI'Y HA «BE3OMACHBIA
CUYET» UL « IEKJIAPAPOBAHUS» — HE BEPBTE! BAC ITBITAIOTCA OBMAHYTh.

COTPYIHUKY ITPABOOXPAHMTEJIbHEIX OPTAHOB HUKOIJA HE TPEBYIOT OT
BAC AKTHBHBIX JEVMCTBUM IO TEJIE®@OHY. MOIIEHHUKY BCETTIA BYIIYT IABUTL HA
BAC TICHUXOJIOTMYECKU U YI'POXATH OBBICKAMU U APECTOM. MH®OPMAIIHUIO O
JIIOBOM COTPVIHUKE Bbl MOXETE HOJYUHUTH, OBPATHBIIMCH B OKCTPEHHVYIO
CIIVXXBY MMM 110 HOMEP 102.

B UWHTEPHETE BAM IPEIJIATAIOT IIPEVYMHOXWTH CBOM JIOXOO HA
VHBUCTULMSIX BE3 KAKVX-TMBO HABBIKOB U 3HAHIM — BYJIETE OCTOPOXHbI! TAK
JIOBEPUEBBIX T'PAXJIIAH 3AMAHMBAIOT MOIIEHHUKW. O BCEX JIEMCTBVIOIUX B
PECITYBJIMKE BEJIAPY Cb BUPXXAX Bbl MOXETE Y3HATDL B MHTEPHETE.

B COITMAJILHOM CETU PEKJIAMUPYIOT ITOTTVIIAPHBIN TOBAP 110 SAHIKEHHOM
IEHE U IIPOJABEL] TPEBYET IPEJOILJIATY? HE JIOBEPAWTE! TAK JIEJIAFOT TOJIBKO
MOHINEHHUKN. 5TO CAMAS PACIIPOCTPAHHEHHA{ CXEMA MOIIEHHWYECTBA,
OCOBEHHO IIOJIB3VIOIIAACA IIOIIVIIAPHOCTBIO B CE3OHBI ITPA3ZTHUKOB (EJIKU K
HOBOMY I'OLLY, IIBETEI K 8 MAPTA).

HUKOI'TA HE HNEPEXOIUTE IIO0 HESHAKOMBIM CCBIJIKAM KM HE BBOIUTE
PEKBU3UTHI CBOEW BAHKOBCKOM KAPTHL MOINEHHWKM YACTO MACKHUPYIOT
CCBIJIKA ITOJ] OIVIATY HOCTABKMH MJIM OIVIATY YCIYI'Y NJI TOBAPA. [IOMHUTE,
UTO HOKYIIKA B MTHTEPHETE - 35TO B IIEPBYIO OUYEPE/Ib PUCK.

IOMOIIb BCETTA PSAIOM! TEJE®OH 3KCTPEHHOU CIYKBbI MUJIHIIAH - 102



OCTPOXHO - MOINEHHUKM!!!

~ BAM 3BOHAT HEU3BECTHBIE, [TPEICTABILTIOTCS COTPYTHUKAMM @UHAHCOBBIX M

TTPABOOXPAHUTEJILHBIX OPTAHOB U ITPOCAT TIEPEBECTH IEHBIM HA «BE3OIACHBINA

CUET» JULS « IEKJIAPUPOBAHU S, — HE BEPBTE! BAC ITHITAIOTCSI OBMAHYTb.

— B UHTEPHETE BAM IIPEJUIATAIOT IIPEYMHOXUTH CBOM NOXOI HA MHBUCTUIIUAX

BE3 KAKUX-IMBO HABBIKOB U 3HAHVM — BYABTE OCTOPOJKHBI! TAK JTOBEPUMBBIX
TPAYKITAH 3SAMAHVBAIOT MOIINEHHUKH.

— B COLIMAJIBHOM CETU PEKJIAMUPYIOT IOITVIIIPHBIN TOBAP, 110 3AHMKEHHOM IEHE

U ITPOJIABEL] TPEBVET HPEJOILIATY? HE JOBEPAWTE! TAK ITOCTVYIIAIOT MOINEHHUKH.

IIOMOIIL BCEITA PSINOM! TEJE®OH SKCTPEHHOM CJIYKBHI MUAJIUITAN — 102

OCTPOXHO - MOIIIEHHUKMN!!!
—~ BAM 3BOHAT HEU3BECTHEIE, ITPEJICTABJISIIOTCS COTPYTHUKAMU GUHAHCOBBIX WA
[TPABOOXPAHUTEJIPHBIX OPTAHOB ¥ TIPOCAT IIEPEBECTHM JEHBI'M HA «BE3OIIACHBIN
CYET» LI « IEKJTAPUPOBAHUST» — HE BEPBTE! BAC ITBITAIOTCSI OBMAHYTb.
-~ B MHTEPHETE BAM IIPEJUIATAIOT IIPEVMHOXWTL CBOM JIOXOJ HA MHBUCTUIIMSIX
BE3 KAKMX-JIMBO HABBIKOB UM 3HAHUM — BYIOBTE OCTOPOJKHBI! TAK JOBEPUMBBLIX
TPAXITAH 3SAMAHVBAIOT MOIIEHHUAKMN.
— B COILIMAJIBHOM CETH PEKJIAMUPYIOT TTOITYIISIPHBIN TOBAP I10 3AHMKEHHOM INEHE
Y IIPOJTABEIL] TPEEYET IPEJOILIATY? HE JIOBEPSIMTE! TAK I[TOCTYIIAIOT MOINEHHUKH,
IIOMOIIb BCEITA PSIIOM! TEJE®OH SYKCTPEHHOM CJIYKBbI MAJIAIIAN — 102

OCTPOXHO - MOIIEHHUKMN!!!
— BAM 3BOHSIT HEM3BECTHGIE, ITPEJICTABIISIIOTCST COTPYIHVKAMY OGMHAHCOBIX WITH
TIPABOOXPAHWTEJILHBIX OPTAHOB U ITPOCST ITEPEBECTY JEHLIM HA «BE3OIACHBIN
CUET» [V « TEKJIAPHPOBAHVSI, — HE BEPETE! BAC IILITAIOTCSI OBMAHYTb.
— B UHTEPHETE BAM ITPEJJIATAIOT IIPEVMHOXUTL CBOM JIOXOXI HA WHBUCTHINIX
BE3 KAKUX-JIMBO HABLIKOB ¥ 3HAHVI — BYIBTE OCTOPOJKHBI! TAK JTOBEPUMBBIX
TPAYCTAH 3AMAHVBAIOT MOINEHHIKH.
~ B COLMAJILHOM CETH PEKJIAMUPYIOT ITOITYJISIPHBIM TOBAP I10 3AHVKEHHOM IIEHE
W ITPOJIABEL] TPEBVET HPEJIOILIATY? HE HJOBEPSIITE! TAK IIOCTYIIAIOT MONIEHHIKIL
TIOMOIIb BCEITIA PSIIOM! TEJE®OH YKCTPEHHOM CJIVKBBI MUJIHIIHAN — 102

OCTPOXHO - MOIIIEHHUKM!!!
— BAM 3BOHAT HEM3BECTHBIE, IIPEJICTABJIIIOTCS COTPYIHUKAMU OMTHAHCOBBIX WU
ITPABOOXPAHUTEJIEHBIX OPTAHOB U ITPOCAT ITEPEBECTHU JIEHBIU HA «BE3OIIACHBIN
CUET» U1 « IEKJIAPUPOBAHUA» — HE BEPBTE! BAC ITBITAIOTCA OBMAHYTbD.
- B VIHTEPHETE BAM IIPEJUIATAIOT ITIPEVMHOXHWTL CBOM NOXOJT HA MHBUCTHUITHASIX
BE3 KAKHX-IMBO HABBIKOB M 3HAHWU - BYAGTE OCTOPOKHBI! TAK JTOBEPUMBHIX
I'PAKITAH SAMAHWBAIOT MOINEHHHUKMN.
— B COLIMAJIFHOM CETU PEKJIAMUPYIOT TTOITYJISIPHBIN TOBAP 10 3AHMKEHHOM ITEHE
Y ITPOJTABELl TPEEYET IIPEJIOILIATY? HE JIOBEPSIUTE! TAK ITOCTYTIAIOT MOINEHHWKMN.
IIOMOIIIb BCEITIA PSIOM! TEJIE®OH SKCTPEHHOU CJIYKBbI MUJIUIIAN — 102

OCTPOXHO - MOIIEHHUKMA!!!
— BAM 3BOHAIT HEM3BECTHBIE, [TPEICTABIIIIOTCS COTPYTHUKAMU ®MTHAHCOBBIX W
TIPABOOXPAHUTEJIBHBIX OPTAHOB U ITPOCST ITEPEBECTH JEHBLIM HA «BE3OIIACHBIN
CUET» JULI « TEKJIAPUPOBAHISI» — HE BEPBTE! BAC ITBITAIOTCSA OBMAHYTb.

— B UHTEPHETE BAM IIPEJUIATAIOT TIPEVMHOXUTE CBOM JOXOI HA MHBHCTUIIMAX
BE3 KAKMX-JINBO HABBLIKOB U 3HAHUN — BYABTE OCTOPOJXHBI! TAK JOBEPUMBBIX
T'PAKITAH 3AMAHVBAIOT MOINEHHUKNA.

— B COITUAJILHOY CETH PEKJIAMVPYIOT ITOITYJISIPHBIN TOBAP IT0 3AHMKEHHOM NEHE
W ITIPOJIABEL] TPEBYET HPEJOILIATY? HE HOBEPSIMTE! TAK [TOCTVYIIAIOT MOIUEHHUKH.
IIOMOIIb BCEITIA PSIJIOM! TEJIE®OH SKCTPEHHOM CJIVIKEbI MAJIUIINA —~ 102




3BOHUTb BaM B MecceHxepe
W cnpawuBaTh Ballu
NUYyHble faHHbIe!

3BaTb Bac y4acTBOBaTb
no Tene@oHy B nporpamMmmax
No nosne npecTynHUKoB!

[MpocuTb yCTaHOBUTL
Kakue-To apyrue
NPUNOXeHUs Ha TenegoH!

[NpocuTb NepeBecT AeHbIrn
Ha Kakue-To “6e3onacHble
cueral
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Kak He npeBpatuTtb iPhone B «kupnu4-

MolLLeHHUKN UCNONb3YIOT Pas/iiHbIe YNTOBKMY,
YTOObI 3a6n0KMpOBaTb Bal.l.le*yC'I%POMCTBO,
BbIHY>XAas BOUTU B/WX YYETHYIO 3anuncb Apple (iCloud)

OCHOBHble cxeMbl 06bMaHa

X «TMoMoupb ¢ bannamMmm»

Ccbinasicb Ha «<HeUCNpaBHOE YCTPOMCETBO», MPOCAT MOMOLLM
B AocTyne K ¢annam (potorpaduam, GOKyMeHTaM U T.4.) U3
o6nayHoro xpaHunuiua iCloud nytem aBTopusauuu B
MoLUeHHUYEeCKOM YHETHON 3anmucu

«becniaTHble Uurpbi n npuno»(eva»

PeknamupyioTt poctyn Kk urpam («<PUBG Mobile»,
«Standoff 2») n npunoxkeHusM («AioGramn») B TikTok
vnu Telegram, Nnpeanaras ycTaHOBUTb UX Yepes
npepocTaBeHHbIA aKKayHT Apple

«PaboTa/nogpaboTka»

O6elualoT BaKaHCUIO (HacTo CBA3aHHYIO C
TECTUPOBAHUEM MPUTMOXKEHUN), HO TPEBYIOT
BXofa B "KOpnopaTUBHbIA" aKKayHT Apple

KaK 3almTnTb cebd

He coonauT KOMY CBOW YUYETHbIE JaHHble
f b) oT akkayHTa Apple (iCloud)

He BXOoAUTE Ha CBOEM MOGUIbHOM YCTPOMUCTBE
B aKkayHT Apple (iCloud), npegocTtaBnieHHbIN
He3HaKoMuaMU U3 MHTepHeTa

He nepexoauTe No HeU3BECTHbLIM CCbUTIKaM U
</ He BBOAMTE AaHHble Apple ID Ha MOCTOPOHHUX

BAXHO! G

Ecnu Ball aKKayHT 3a6/10KUpOBaH MOLLEHHUKOM, CEPBUCHbIE LIEHTPbI HE MOMOFYT.
Pa36/10kMPOBKa BO3MOKHA TONbKO Yepes opuumanbHylo TexnoaaepKy Apple
MPK HaJIMYUK BOKYMEHTOB, MOATBEPXAAIOLMX MOKYMKY YCTPOHCTBA.

BOJIbLUE UHOOPMALIUU

B Telegram-kaHane I'naBHoe ynpaBrnieHue
KUWBEPKPEINOCTb . O NPOTUBOOENCTBUIO
CYBER_FORTRESS_BREST i KubepnpecTtynHocTn

KM MB[, Pecny6nunkimn Benapycb




